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About CyberlLab

We are a UK-leading cyber security consultancy and
managed services provider, trusted by over 1,200 enterprise
businesses, government departments, and household
names to secure their operations, systems and data.

With more than 30 years of combined expertise, we take a deeply consultative,
partnership-led approach, guiding clients and partners at every stage of their journey.

Our strength lies in our people - highly accredited consultants, CREST and
CHECK-approved penetration testers, and cyber specialists who turn your
risk into clear, strategic action.

Cyber security is one of the fastest-growing sectors in the UK,
currently valued at £14.7bn a year.

As a CyberLab partner, you can tap directly into that growth with a
ready-made suite of services and products for your customer base.
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CyberLab Partner Solutions

Certifications People & Resilience

Cyber Essentials / Plus : Tabletop Exercises
IASME Cyber Assurance - NIST CSF 2.0 Assessment
PCI DSS Consultancy

Security Testing HackRisk

Posture Assessments Dark Web Scan

Penetration Testing Recon Scan

Red Teaming Vulnerability Scan

Cloud Security Assessments Supply Chain Risk

Phishing Simulation

Security Awareness Training




Cyber Essentials &
Cyber Essentials Plus

Cyber Essentials Plus builds on the base certification with an auditor
verifying that the controls are in place.

As an IASME-approved assessor, CyberLab can support your customers
through certification with optional pre-assessment checks and consultancy.

Why Choose CyberLab
IASME Accredited 4.9/5 Trustpilot Rating
As an IASME-approved assessor, Our Cyber Essentials
we're expertly placed to guide customers have rated us 4.9/5
your customers through the on Trustpilot, with all our 180+
certification process. reviews Excellent or above.
1,500+ Certifications 100% UK-Based
We've awarded over 1,500 All our experts are based within the
Cyber Essentials and Cyber United Kingdom, ensuring quality,

Essentials Plus accreditations. consistency, and transparency.



Assurance & Compliance

Beyond Cyber Essentials, many of your customers need to
demonstrate a deeper or more specific standard of compliance
- for a contract, a regulator, or their own supply chain.
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IASME Cyber
Assurance

A globally recognised,
holistic standard
covering people,
process and
technology - going
further than the
Cyber Essentials
controls to assess an
organisation's overall
security governance.

As an IASME-approved
assessor, we support
your customers
through the full
assessment.

ERe
PCIDSS
Consultancy

For any customer that
stores, processes or
transmits payment
card data, PCI

DSS compliance is
mandatory.

Our consultants help
scope the assessment,
close the gaps, and
maintain compliance
year on year.
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NIST CSF 2.0

The NIST
Cybersecurity
Framework is one of
the most widely used
maturity frameworks
in the world, assessing
an organisation across
five core functions:
|dentify, Protect,
Detect, Respond

and Recover.

Our assessment gives
customers a clear
maturity score and a
prioritised roadmap
for improvement.



Penetration Testing

Our CREST-accredited penetration testers think like real attackers
- probing networks, applications and infrastructure to find the
weaknesses a malicious actor would exploit, before they do.

Penetration testing is a high-trust, high-value engagement that deepens

the relationship and naturally leads into ongoing managed services.

Why Choose CyberLab

Unmatched Expertise

Our 14-strong UK-based
team, includes 7 CHECK Team
Leaders, 6 CTMs, and SC/
NPPV3-cleared consultants.

Trusted by 1,200+ Organisations

Including NHS, local authorities,
housing, manufacturing,
education, and financial services.

Proven Track Record

Over a decade of high-stakes
testing for public sector and

regulated industries, building
on our Armadillo Sec heritage

Rapid Response

Next-day testing for compliance
deadlines, audits, and urgent
stakeholder needs.



Specialist Testing Services

Red
Teaming

Simulated scenario-
led attacks that test
people, process and
technology together.

Infrastructure
Penetration Testing

Uncover exploitable
weaknesses in
infrastructure.

Web Application
Testing

Simulated scenario-
led attacks that test
people, process and
technology together.

Cloud & MS365
Testing

Uncover exploitable
weaknesses in cloud
environments.

Operational Technology
Penetration Testing

Assess technology in
manufacturing and
CNl environments.

API Penetration
Testing

Threat-led assessments
of APl authentication,
authorisation, and

data flows.

Social
Engineering

Assess human-layer
vulnerabilities with
ethical simulations.

IT Health
Check

A CHECK approved
ITHC is a penetration test
audited by the NCSC.

Build
Reviews

Assess operating
system and device
configurations against
industry benchmarks.




@
HackRrisk

Your early warning
system for cyber risk

HackRisk is our Al-powered risk monitoring SaaS platform, purpose-built for SMEs
and MSPs.

It gives your customers continuous, automated visibility of the risks that matter most —
dark web exposure, attack surface, vulnerabilities, and human risk — in one portal.

With a free 30-day trial for every user and built-in upsell pathways, HackRisk is an easy

addition to any service you provide.

HackRisk Score A* - F HackRisk Report BOARD-READY

A Hack Risk Score is like a credit score for Our automated threat reports present

cyber security. One number that tells your findings and provide actionable

customers everything they need to know recommendations that can be communicated
about their security posture. across an organisation.

As they reduce risks in their environment, Providing a complete breakdown of every
their HackRisk Score will decrease. finding and Al-powered resolution advice,
HackRisk Reports are shareable and ready to
show to the board.




The HackRisk Modules

[
Dark Web Scan

Billions of usernames and passwords are for
bought and sold on the dark web. HackRisk
continuously scans for your customers' stolen
credentials, identifies which breaches exposed
them, and recommends the action to take.

&
Vulnerability Scan

Regularly scans customer systems for emerging
vulnerabilities, pinpointing weaknesses before
they can be exploited.

J

Phishing Simulation

Safe, realistic phishing simulations that turn
employees from the weakest link into the first
line of defence.
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Recon Scan

Mapping every subdomain, endpoint, APl and IP
address associated with an organisation, then
scanning that attack surface for known
vulnerabilities and misconfigurations.

@
Security Awareness Training

Personalised, interactive training with
manager digests and performance tracking,
so non-technical staff build genuine
security awareness.

CD
Supply Chain Risk

Extends visibility beyond the customer's own
perimeter to the third parties they depend on.



Working with CyberLab

Your named CyberLab account manager will help you find the right fit
- and you can move between models as your business grows.

Channel Partner

Resell CyberLab products under your own commercial terms, with
our technical and marketing support behind you.

Best for MSPs and MSSPs adding cyber security services to an existing
customer base.

Referral Partner HackRisk Affiliate

The simplest option - introduce Monetise your audience with

us to alead, and we handle a commission-based model.

everything from there in

exchange for a referral fee. Refer customers to HackRisk and
earn automatic commission

No ongoing commitment




Getting Started

We keep onboarding as simple as possible, so you can
start generating revenue as quickly as you can.

1. 2. 3.

Choose your Partner Completion

way of working agreement call

Meet your account Straightforward WEe'll join you on a call
manager and agree commercial terms to check everything
the right partnership tailored to your is in place before you
model. chosen model. go live.

Get in touch with your account manager to register
as a CyberLab Partner, or if you have any questions
about the Partner Programme in general.

0333 050 8120
partners@cyberlab.co.uk

cyberlab.co.uk/partner
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