
Step 1 | Risk Management
Do you have a documented cyber risk management strategy in place?

Step 2 | Engagement & Training
Do you have a reliable cyber security training strategy for your users?

Step 5 | Vulnerability Management
Do you regularly run vulnerability scans to detect vulnerabilities in your environment?

Step 8 | Logging & Monitoring
Do you have an analytics tool that ensures visibility of any changes made to your data?

Step 9 | Incident Management
Do you have effective cyber incident response plans that are fully understood by stakeholders
across your organisation?

Step 10 | Supply Chain Security
Do you assess the risks posed to your cyber security by each of your suppliers?

Step 7 | Data Security
Are you able to place restrictions on sensitive data to prevent accidental or unauthorised dissemination?

Step 3 | Asset Management
Do you have an effective management solution in place for all endpoints, mobile devices, and servers?

1 2Are you able to manage and maintain your 
systems securely? Have you applied a defence in depth security approach? 

Step 4 | Architecture & Configuration

2 Have you implemented multi-factor authentication for all
user and admin accounts?

Step 6 | Identity & Access Management

1 Do you have appropriate identity and
access management policies? 

Understand your security risks and how to fix them!
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Take our FREE Cyber Security Health Check
Get Free Posture Assessment

10 Steps to Cyber Security
Enhance your cyber security posture with our 10 essential steps, built on guidance
from the National Cyber Security Centre (NCSC).

https://cyberlab.co.uk/services/posture-assessment/?utm_source=10+steps+to+cyber+security&utm_medium=infographic&utm_campaign=posture+assessment
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