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“The Data Security and Protection Toolkit is an online self-assessment tool that allows organisations to
measure their performance against the National Data Guardian’s 10 data security standards.

All organisations that have access to NHS patient data and systems must use this toolkit to provide
assurance that they are practicing good data security and that personal information is handled
correctly.”

https:// www.dsptoolkit.nhs.uk

Introduction

The Data Security and Protection Toolkit (DSPT) replaced the Information Governance toolkit
from April 2018.

The DSPT has moved away from levels of assurance, and towards mandatory evidence-based
system which is more precise. It is aligned with the 10 data security standards and the General
Data Protection Regulation (GDPR).

As part of this assessment, all of the mandatory items need to be completed, and be deemed
‘satisfactory’.

This document aims to provide insights and guidance as to where the Logpoint SIEM solution
would assist in meeting the requirements outlined in the DSPT, and where additional value may
be gained by the use of the Logpoint SIEM technology for any NHS trust.

A key focus for the Logpoint SIEM solution is enabling customers to gain visibility into their
entire security ecosystem. To improve security through proactive alerting, machine learning,
and to address compliance and reporting requirements. This enables access to incident and
security information in a quick and effective manner.

A modern SIEM such as Logpoint is therefore a key enabling technology to address the
requirements outlined in the NHS Data and Security Protection toolkit.
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Data Security and Protection Toolkit: Logpoint Value
Assessment

Based upon an analysis of the DSPT, Logpoint have assessed where the Logpoint SIEM solution
can provide significant value, enabling NHS organisations to achieve DSPT compliance.

The analysis details of the assertions and evidence items that either benefit from, or
fundamentally require, the deployment of a SIEM solution.

e Assertions highlighted in blue are a mandatory requirement for Category 1 and 2 (NHS

Trusts, CSU, ALBs and ICBs)
e Assertions not highlighted are optional

. Evidence . . .
Assertion Ref Evidence text Tool Tips Logpoint Value
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Action is taken to .3. Actions to address Explain the governance around If the business processes are
address problems problem processes  escalation of any issues and changed or improved to
processes as a result are being findings to the board equivalent,  address the problems, a SIEM
of feedback at monitored, and such as through reports and can be the technical control
meetings or in year assurance is given briefing notes, during the last to monitor the effective
to the board or twelve months. technical application of these
equivalent senior process changes as they are
team. usually evident in log
messages and can be
monitored and audited.
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Organisations have 7.14 You use your Logpoint integrates with a
a defined, planned security awareness, wide variety of threat sources,
and e.g. threat paid for and free, to enrich
communicated intelligence log and traffic data with
response to Data sources, to make potential indicators of
security incidents temporary security compromise. Logpoint can
that changes in proactively alert when
impact sensitive response to new evidence of these connections
information or key threats, e.g. o and activities is seen within
operational services. widespread the customer’s environment.
outbreak of very Logpoint also aligns to the
damaging malware Mitre ATT&CK framework,
giving alignment, visibility
and intelligence of security
threats against a recognised
security standard.
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The Logpoint approach to the NHS

Logpoint is able to deliver a best-in-class SIEM solution, with a seamless initial deployment
providing a stable and scalable platform that will meet NHS organisational needs now and in the
future.

Logpoint’s uniquely unlimited enterprise NHS license model, based upon the guiding
principle that customers should not be restricted in the use of their software or the volumes of
log data the solution digests, enables unrestricted data (EPS) ingestion, with special pricing
aligned for the NHS.

e Scalable Enterprise Solution - Logpoint adopts an agile approach to deployment of SIEM
capability, designed around a modular solution. This ensures that we can provide
functionality and deliver value quickly, whilst providing a scalable platform able to
support the organisation as data complexity and volumes increase over time. The
Logpoint solution has already been deployed by a number of NHS and healthcare
organisation as well as global enterprises and large government departments.

e Ease of Deployment and Continuous Support - Logpoint have supported many hundreds
of deployments. A common response from customers is their surprise at how simple the
process is and how quickly the platform is deployed, configured and presenting events
and information previously not available. Logpoint takes logs from any source and has a
huge range of pre-configured use cases which customers can deploy out-of-the-box. The
support provided by Logpoint's dedicated team of support analysts and developers is
second to none.

e Pricing Assurance - Whilst most enterprise SIEM providers price their solutions based on
the amount of data taken into the platform, the Logpoint standard pricing model is
based on the number of devices (nodes). For the NHS, Logpoint has also aligned the
option to purchase an unrestricted enterprise license at a significant discount. With
data volumes ever increasing, the Logpoint approach enables customers to very easily
and accurately budget future costs, providing greater cost certainty over the short,
medium and longer term.

e Enabling the full potential of SIEM - The unlimited enterprise license model enables NHS
organisations to bring in as much data as possible to provide further context; opposed
to SIEM solutions that charge based on data volume which may deter an organisation
from bringing in as much data as they could, would or should. Logpoint enables the full
potential of SIEM.
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