
Detect. Protect. Support.

Products and Services
CyberLab is a specialist cyber security company that provides a 
wide range of security solutions and services.
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Detect.

Professional ServicesVulnerability AssessmentsPhishing SimulationsManaged Security ServicesCyber Incident ResponsePost Incident AnalysisSecurity AssessmentsPenetration TestingRed TeamingApplication testingInfrastructure testingBuild reviewsCloud TestingRecon Scan

• Professional Services

• Vulnerability Assessments

• Phishing Simulations

• Managed Security Services

• Cyber Incident Response

• Post Incident Analysis

• Security Assessments

• Penetration Testing

• Red Teaming

• Application testing

• Infrastructure testing

• Build reviews

• Cloud Testing

• Recon Scan
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Cyber Security Services

Dark Web MonitoringAutomated Vulnerability ScanningAwareness TrainingPhishing SimulationsRecon Scan

• Dark Web Monitoring

• Automated Vulnerability Scanning

• Awareness Training

• Phishing Simulations

• Recon Scan

Cyber Security as a Service

Cyber Security as a Service

Leverage our inhouse expertise to strengthen your 
security posture and reduce your cyber risk

Protect your organisation from cyber 
threats with CyberLab Control



Detect. Protect. Support.

Device Management

Anti-Malware

Anti-Exploit

Application Control

Content Filtering

Device Encryption

Vulnerability Management & 
Remediation

Patch Management

Browser Isolation

Asset Management
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Device Security

Next Generation Firewall

Web Security Gateway

Secure Access Service Edge (SASE)

VPN

Zero Trust

Dynamic Network Access Control
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Data Classification

Data Encryption at Rest

Data Loss Prevention

Unstructured Data Management

Zero Trust

Secure File Sharing

Microsoft Teams Backup

Microsoft 365 Backup

Data Security

Multi Factor Authentication (MFA)

Single Sign on (SSO)

Password Management

User Account Security

Privilege Management

Cross-Domain Security

Identity and Access Management (AIM)
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Email Filtering

Anti-Phishing

Email Encryption

Data Loss Prevention (DLP)

Awareness Training & 
Phishing Simulation

Email Continuity

Web Content Filtering

Enterprise Browser

Web and Email Security

Cloud Access Security Broker (CASB)

Software Defined WAN (SD-WAN)

Secure Access Service Edge (SASE)

Security Monitoring

Risk/Compliance Management

Cloud Security
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SIEM

MDR and Threat Hunting

EDR & XDR

Network Traffic Monitoring

Dark Web Monitoring

Insider Risk/Threats

Vulnerability Management

Threat Intelligence

Attack Simulation

Monitoring
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Support.

Supporting M365, Logpoint, Sophos, Forescout, Forcepoint
Supporting M365, Logpoint, Sophos, 
Forescout, Forcepoint
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CyberLab
P r o d u c t s  a n d  S e r v i c e s

Security Assessments

We have developed our own 
agnostic cyber security 
assessment around government 
guidelines to help our customers 
identify areas of cyber security 
strength and weakness.

Security Testing

Put your defences to the test and 
see how your organisation would 
cope with a real-life attack. 
Vulnerability Assessments, CREST & 
CHECK Penetration Testing, Cloud 
Testing, Application Testing, 
Infrastructure Testing

Security Support

Leverage our in-house expertise to 
strengthen your security posture 
and reduce your cyber risk.

Professional Services

CyberLab have years of experience 
in implementing solutions in a 
range of organisations. Our 
consultants work with you to 
understand how the product needs 
to work, and implement it 
accordingly.

Managed Security 
Services

Protect your business from cyber 
threats with CyberLab Control, 
our automated CSaaS portal. 
Dark Web Monitoring, automated 
Vulnerability Scanning, Security 
Awareness Training, and Phishing 
Simulations.

Cyber Incident Response

CyberLab partner with Sophos to 
provide world-class incident 
response services that our 
customer can rely on when they 
need it most.

Post Incident Analysis

Our team of security specialists, 
penetration testers, engineers, 
and consultants can identify 
ingress points and provide sound, 
honest advice on how to address 
security weaknesses to prevent 
further breaches. 
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CyberLab Control - 
CSaaS

P r o d u c t s  a n d  S e r v i c e s

Vulnerability Scanning

We keep a constant eye on your 
security, so you don't have to. 
CyberLab's vulnerability scanner 
regularly scans your systems for 
emerging vulnerabilities and 
identifies weaknesses in your 
digital infrastructure to avoid 
costly data breaches.

Security Awareness 
Training

Empower your workforce with 
interactive training courses. Make 
sure your staff are following the 
procedures and processes with 
interactive training courses for your 
entire team. Engaging bitesize 
modules identify and rectify your 
people’s security blind spots.

Dark Web Monitoring

Our advanced scanning software 
crawls the most remote and 
inaccessible recesses of the Dark 
Web for your credentials. If they 
have been compromised or put 
on sale, we will track them down, 
alert you instantly, and advise you 
of the best action to take.

Phishing Simulations

Your users can either be your first 
line of defence or your weakest link. 
Empower your people to detect and 
avoid phishing attacks within a safe 
environment. Enhance your team’s 
security awareness with effective 
simulations leveraging real-world 
threats that your users encounter.

Recon Scan

Recon Scan thinks like a hacker. It uncovers all your online assets and 
provides a complete picture of your attack surface. Recon Scan then 
scans your online assets for known vulnerabilities to identify security 
weaknesses, missing updates, and misconfigurations, so you can see 
where a real-life hacker could gain access.
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Sophos
P r o d u c t s  a n d  S e r v i c e s

Anti-Malware

Sophos Intercept X 

Next-gen anti-malware 
(anti-virus) for endpoints 
(laptops/desktops) and 
servers. For mobile devices 
see Mobile Advanced.

Mobile Devices

A suite of cyber security 
functions including anti-
malware, web protection, 
Mobile Device Management 
(MDM), Mobile Email 
Management (MEM), Mobile 
Application Management 
(MAM). 

Firewalls

Next-Gen firewalls 

Can be installed as desk 
or rack-mounted 
hardware or deployed as 
an appliance onto a 
virtual environment.

Encryption 

Device Encryption 

Allows management of 
the Windows (BitLocker) 
and iOS (FileVault) 
encryption solutions from 
within Sophos Central.

Cloud Monitoring

Sophos Cloud Optix 

Agentless monitoring 
solution providing overall 
visibility of security status 
in Azure, AWS, Kubernetes, 
Infrastructure-as-Code, 
Google Cloud Platform, and 
container registries.

Phishing Protection

Phish threat 

Phishing Simulation and 
security awareness 
training platform.

Managed SOC & 
Threat Hunting

Managed Detection 
& Response

24x7 managed detection 
and response service 
providing peace of mind that 
an environment is being 
constantly monitored.

Incident Response

A service provided by Sophos 
to organisations suffering a 
cyber-attack and in need of 
urgent assistance to assess, 
control, and eliminate the 
threat, whether they're a 
Sophos customer or not.

Email Security

Email Advanced 

Protect users from 
malicious emails by 
intercepting incoming 
emails and only allowing 
safe ones to reach inboxes
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Forcepoint

Forcepoint ONE 
Security Service Edge

SASE provides a single 
solution through which most, 
if not all, aspects of security 
are managed. Refer to the 
training video links in this 
document for more 
information.

Cloud Access 
Security Broker

A mechanism allowing 
organisations to maintain strict 
control over access to cloud 
data and resources.

Zero Trust 
Network Access

A way to secure access to 
applications and data 
without the need for 
cumbersome VPNs, the Zero 
Trust approach means that 
only authorised users and 
devices get access.

Secure Web Gateway

Securely access any website 
or download any document 
while maintaining the high-
speed performance your 
team relies on.

Remote Browser 
Isolation

Neutralize web security threats 
and prevent attacks before they 
occur with Zero Trust Web 
Access allowing employees to 
work safely, efficiently, and 
more productively from 
anywhere.

Zero Trust Content Disarm 
& Reconstruction (CDR)

Provides protection by 
dismantling data (files, emails, 
web pages, etc) as it arrives, 
scanning it, then reconstituting 
it without any malicious 
elements. Any links will open in 
a sandbox.

Zero Trust CDR for 
Microsoft 365

Content Disarm & Reconstruction 
protecting MS365 customers 
against malicious emails, simple 
to set up and completely 
automated.

C l o u d  S e c u r i t y  P r o d u c t s

P R O D U C T S  A N D  S E R V I C E S
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Forcepoint
D a t a  S e c u r i t y  P r o d u c t s

Data Loss Prevention (SaaS) 

Prevent data exfiltration on the broadest range 
of devices in real-time across all your channels 
from a cloud-native DLP platform

Data Loss Prevention
(hosted on-prem) 

Forcepoint Data Loss Prevention (DLP) enables 
businesses to discover, classify, monitor, and 
protect data intuitively with zero friction to the 
user experience. Audit behaviour in real-time 
with risk-adaptive protection to stop data loss 
before it can occur.

Data Visibility

Forcepoint Data Visibility strengthens your 
data security management and enhances Data 
Loss Prevention by providing a panoramic view 
of unstructured data located both on-
premises and in the cloud to significantly 
improve the speed and accuracy of 
classification.

Data Classification

Leverage AI to increase the accuracy of 
unstructured data classification to improve 
efficiency, reduce false alerts and better prevent 
data loss.

Risk-Adaptive DLP

By learning how users generally work with data, 
this solution identifies when a user is doing 
something they shouldn’t and automatically 
enforces restrictions. Understand how data is 
being accessed and highlight any potential 
insider threat activity.

Insider Threat 

Insider threat is a full featured solution aimed 
at identifying the highest risks within the 
business as well as collecting any evidence of 
wrongdoing.

P R O D U C T S  A N D  S E R V I C E S
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Forcepoint
P R O D U C T S  A N D  S E R V I C E S

Secure SD-WAN

FlexEdge Secure SD-WAN improves 
application performance with Multi-Link 
connectivity and reduces risk with built-in 
advanced security functionality – all 
delivered through Data-First SASE.

Next-Gen Firewalls

These appliances are built to deal with the 
security demands of the modern business. 
Feature-rich and future-proof, with inbuilt 
SASE integrations. Read more for full 
details.

Cross Domain Solutions

Most organisations don’t have the right tools for 
effective cross-domain security, these solutions 
provide a toolset to ensure cross domain 
security is as effective as it needs to be today. 
Read more for individual component details.

N e t w o r k  S e c u r i t y  P r o d u c t s

https://www.forcepoint.com/product/ngfw-next-generation-firewall
https://www.forcepoint.com/solutions/need/cross-domain
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Forescout

eyeInspect

Achieve end-to-end OT/ICS network 
resiliency with a comprehensive 
asset risk framework and threat 
detection through deep packet 
inspection of all industrial network 
protocols. Defend critical 
infrastructure with thousands of 
OT-specific threat indicators and 
powerful anomaly detection.

eyeSegment

Simplify the design, planning, 
and deployment of dynamic 
segmentation of all cyber 
assets (IT, OT, IoT, IoMT) to 
reduce an attack surface and 
regulatory risk.

eyeExtend

Share device context between 
Forescout and IT and security 
products, automate policy 
enforcement across disparate 
tools, and accelerate system-wide 
response to risk mitigation.

eyeControl

Flexible and frictionless 
network access control for 
heterogeneous enterprise 
networks. Enforces and 
automate Zero Trust policies 
for least-privilege access for all 
managed and unmanaged 
devices, including IT, OT, IoT 
and IoMT devices. 

XDR

Security operations centre (SOC) 
teams face a barrage of incomplete 
and inaccurate alerts that lack vital 
contextual information, many of 
them false positives. Automate the 
detection, investigation, and 
response to advanced threats 
across all connected assets – IT, 
OT/ICS, IoT and IoMT.

Risk and Exposure 
Management

Comprehensive asset intelligence 
solution providing the foundation 
for understanding the security 
posture of an attack surface 
through risk-based prioritization 
and persistent asset intelligence.

Assist for XDR

Assist for XDR is an optional 
add-on service available to 
qualified XDR customers. A 
team of experts operating as a 
remote, seamless extension to 
your SecOps team, providing 
around-the-clock monitoring of 
your threat environment using 
Forescout XDR.

P R O D U C T S  A N D  S E R V I C E S
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Logpoint

Accelerate Threat Detection 
& Response

Converged SIEM combines Logpoint’s 
SIEM, UEBA, and SOAR products into a 
single solution that’s managed and 
monitored via a single console, instead of 
a separate interface for each.

Security Information & Event 
Management (SIEM)

Logpoint SIEM provides a single platform 
within the Logpoint stack to perform the 
Security Information & Event 
Management function.

Security Orchestration and 
Response (SOAR)

Logpoint  SOAR provides automation to the 
SIEM and UEBA solutions, automating some 
common tasks a Security Operations Centre 
would normally perform, and reducing the 
overall management burden.

User Entity Behaviour and 
Analytics (UEBA)

Logpoint UEBA monitors internal user entity 
behaviour for signs of unauthorised, 
aberrant, or potentially malicious activity to 
combat insider threats and detect potential 
intrusions.

Endpoint Detection and Response

Logpoint EDR (also known as AgentX) is 
designed to completement existing endpoint 
security (anti-malware) and apply the Logpoint 
UEBA and SOAR capabilities to the customer’s 
EDR to simplify the monitoring overhead and 
reduce the management burden.

Director

Logpoint Director is a management 
platform for multiple Logpoint SIEM, UEBA, 
and SOAR platforms.

P R O D U C T S  A N D  S E R V I C E S
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Rapid7

InsightVM

Providing advanced vulnerability 
management analytics and 
reporting to help understand and 
prioritize risk.

InsightAppSec

A platform to test modern web 
apps and APIs for security issues

InsightIDR

Cloud-native SIEM and XDR 
delivering accelerated detection 
and response via a lightweight 
deployment, intuitive interface, 
complete environment visibility, 
embedded threat intelligence, 
expertly vetted detections, and 
automated response.

InsightCloudSec

Cloud risk and compliance 
management platform that enables 
organizations to securely 
accelerate cloud adoption with 
continuous security and 
compliance throughout the entire 
software development lifecycle.

InsightConnect

Streamline and accelerate manual, 
time-intensive, processes 24x7. With 
more than 300 plugins to connect 
your IT and security systems and a 
library of customizable workflows — 
your security team will be to tackle 
bigger challenges.

Threat Command

An advanced external threat 
intelligence tool that finds and 
mitigates threats directly targeting 
an organization, employees, or 
customers by monitoring 
thousands of sources across the 
clear, deep, and dark web.

Managed Threat 
Complete (MTC)

MTC unites future-ready Managed 
Detection and Response with 
unlimited vulnerability 
management to provide customers 
with complete risk and threat 
coverage. There are three tiers: 
Essential, Advanced, and Ultimate 
(coming Q4 2023).

Cloud Risk Complete

World-class cloud security with 
unlimited vulnerability management 
and dynamic application security 
testing. Providing a seamless 
experience for managing risk within 
a single subscription.

P R O D U C T S  A N D  S E R V I C E S
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Delinea

Secret Server

Protect privileged accounts with 
an enterprise-grade Privileged 
Access Management solution. 
Available on-premise and on the 
cloud-native Delinea Platform.

Server PAM

InsightAppSec provides a 
platform to test modern 
web apps and APIs for 
security issues.

Privileged Behaviour 
Analytics
Detect anomalies in privileged 
accounts across your network. 

DevOps Secrets Vault

Manage credentials for 
applications, databases, CI/CD 
tools, and services without 
causing friction in the 
development process.

Account Lifecycle 
Manager
Seamless service account 
governance from discovery and 
provisioning through 
decommissioning.

Connection Manager

Manage and interact with multiple 
remote sessions for both Remote 
Desktop Protocol (RDP) and 
Secure Shell Protocol (SSH) in a 
unified environment.

Privilege Manager

Mitigate malware and security 
threats by removing local 
admin rights and enforcing 
least privilege on endpoints

Remote Access 
Service
Securely manage remote workers 
and third-party vendors with a VPN 
free browser-based RDP and SSH 
solution

P R O D U C T S  A N D  S E R V I C E S
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Island

Automatic Authentication

Integration with your enterprise 
identity provider identifies and 
authenticates every user.

Supersede VDI & 
DaaSBrowser isolation, data 
protections, and granular 
security controls make for a 
superior alternative.

Last-mile Controls

Ensure data security by 
governing actions like copy and 
paste, uploads, downloads, and 
screen captures.

Dynamic Policy 
Enforcement
Device posture assessments 
allow for dynamic 
enforcement based on device 
type.

Robotic Process 
Automation (RPA)

Browser-based RPA modules allow 
for easily extended workflows and 
security controls over web-based 
applications.

Log Everything

Built-in forensic audit logging 
captures all interactions by 
users based on policies and 
integrates with SIEM for 
unparalleled SOC visibility.

P R O D U C T S  A N D  S E R V I C E S

Built with the security requirements 
of the enterprise in mind.

Island Enterprise Browser gives your 
organisation complete control, 
visibility, and governance over the 
last-mile, while delivering the same 
smooth Chromium-based browser 
experience that your users expect.
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Egress
P R O D U C T S  A N D  S E R V I C E S

Defend

Stop advanced phishing attacks with Egress 
Defend. Easy-to-deploy, intelligent detection 
technologies combine to defend against the 
most sophisticated phishing emails. 

Prevent

Prevent accidental and malicious data loss 
over email. Stop email data breaches and 
detect accidental data loss events and 
malicious data exfiltration attempts.

Protect

Easy to use email encryption. Enable secure 
and compliant communication without 
adding friction.

I n t e l l i g e n t  E m a i l  S u i t e

Secure Workspace

A more secure way to collaborate. Secure 
Workspace makes it easy for users to 
upload, control, and share documents 
internally and with your supply chain.

Secure Web Form

Digitalize and secure your inbound data 
flows with customizable secure web forms 
that allow your third parties and customers 
to easily share sensitive data. 

F i l e  s h a r i n g  a n d  c o l l a b o r a t i o n  s u i t e



Detect. Protect. Support.

Mimecast

Advanced Email 
Security & Resilience

Defend against the most 
sophisticated attacks and stay 
one step ahead of threats. 
Protection from everything from 
phishing and ransomware to 
social engineering, payment 
fraud, and impersonation.

DMARC Analyzer

Defend against email 
impersonation and domain 
spoofing with Domain-based 
Message Authentication 
Reporting and Conformance.

Collaboration Security

Extend Mimecast’s world-class 
security inspections to URLs and 
files shared in Microsoft Teams 
with AI integrations, integrated 
protection, and simple 
administration.

Social Engineering Defence 
& AI Cybersecurity

Protect your employees from 
tactics like social engineering 
and malware-less attacks with 
Mimecast’s CyberGraph AI 
solution. 

Insider Risk Protection

Provides an additional layer of 
protection against users whose 
credentials are being exploited by 
attackers and employees who 
engage with malicious links or 
make simple mistakes.

Secure Messaging 
Service for Email

Send email securely and easily 
with user-initiated or policy-driven 
secure email delivery, without 
burdening IT or relinquishing 
control of the data being shared. 
Supports PCI-DSS, GDPR, etc to 
help meet regulations. 

Mailbox Continuity

Protect against planned and 
unplanned email server outages 
without the cost and complexity 
of alternatives. Safeguard 
employee productivity and 
maintain business continuity.

P R O D U C T S  A N D  S E R V I C E S
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Mimecast

Email Incident 
Response

Routing email-based threats 
directly to Mimecast to reduce the 
dwell time of email-borne threats. 
After automatic triage and expert 
analysis, any emails determined 
to be malicious are removed from 
employee inboxes across the 
organization. 

Data Sync & 
Recovery

Sync & Recover protects you 
against data loss caused by 
corruption and deletion, 
whether accidental or intentional.

Data Retention & 
Compliance

Simplifying compliance and  
dramatically reduce the time 
and cost of e-discovery searches 
and ensure that data is never 
lost

Email Compliance 
Management

Mimecast’s Supervision solution 
enables compliance personnel to 
systematically review and 
discover targeted data. Users can 
facilitate an auditable, managed 
supervision review process, 
flexible to meet the needs of the 
business.

Archive for Microsoft 
Teams

Safeguard Microsoft Teams data 
with a single fully integrated 
solution for protecting cloud 
applications, with support for e-
discovery and backup.

Cloud Web Security

Protect your employees from 
malicious websites and 
applications with a fully cloud-
based solution to lower the 
overall cost and complexity of 
reducing risk on the two largest 
threat vectors – email and web. 

Simply Migrate

Extracts, validates, and 
transports legacy data from 
common archives like Veritas 
Enterprise Vault and Dell EMC 
SourceOne to the Mimecast 
Cloud Archive. 

Brand Protection 
Software & Services

Protect your brand, customers, 
and supply chain by extending 
phishing protection to proactively 
detect attacks that occur outside 
your field of view.

P R O D U C T S  A N D  S E R V I C E S
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Flexera

Flexera ONE Suite

Visualise your entire technology estate, from 
on-premises to SaaS to cloud. Mitigate risk, 
reduce costs and maximize every technology 
investment. Combine existing data with 
Flexera’s discovery capabilities across cloud, 
SaaS, containers, desktop, data centre, and 
vendor‐specific APIs/requirements.  

Cloud Cost Optimization

A full approach to FinOps that enables cloud 
governance and FinOps teams to work 
collaboratively and gain visibility and identify 
areas of savings opportunities (Inform), take 
action on these identified areas (Optimize), and 
implement processes to automate and govern 
these optimizations (Operate).

IT Visibility

Gain full, detailed visibility into your 
technology across the hybrid IT estate from 
on-premises to SaaS to cloud with the largest 
market-leading coverage of technology data 
from Technopedia.

IT Asset Management (ITAM)

IT Asset Management (ITAM) transforms 
technology data into actionable intelligence, 
empowering IT to effectively manage, govern and 
optimize their hybrid IT estate. With the right 
asset data, you can discover software and 
hardware, reduce risk and spend through 
optimization, and control shadow IT.

FinOps

Empower cloud teams to see and act upon 
strategic data related to on-premises assets for 
cloud migration, SaaS management for 
consistently reliable control of subscription 
applications, and cloud cost optimization from 
the market leader in the space.

Technopedia

Strategically manage IT with leading asset 
data from Technopedia, the most trusted and 
comprehensive source of hardware, software, 
SaaS and cloud product information in the 
world.

P R O D U C T S  A N D  S E R V I C E S
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Flexera

Software Vulnerability Management

Gain visibility over software vulnerabilities 
and automate patch management to quickly 
secure an environment and reduce risk. 
Includes security advisories covering more 
third-party software than any other solution.

Data Platform

The world’s most comprehensive enterprise 
software and hardware market intelligence 
repository. A constantly updated content 
repository of all your hardware and software 
ensures your systems speak a common language.

Software Vulnerability Research

Gain access to trusted research covering 
more third-party applications than any 
solution on the market, helping to ensure the 
right people are alerted to the risks that 
matter to them most. Automatically, send an 
email, text message, or create a service ticket.

AdminStudio

Powering the application-readiness process for 
planning, packaging, and delivery of physical, 
virtual, and mobile applications, helping ensure 
faster service delivery, and continuous, 
predictable deployment.

App Portal / App Broker

Check license availability, reclaim unused 
licenses, and streamline the processes with self-
service desktop mobile and web applications.

FlexNet Manager

FlexNet Manager helps you manage and 
optimize enterprise software regardless of 
location, from the desktop to the data center 
to the cloud, so you can manage your vendor 
relationships and contracts more efficiently.

Cloud Management Platform

A rich set of capabilities for discovery, template-
based provisioning, orchestration and 
automation; operational monitoring and 
management; governance; and cost optimization 
across multiple public and private clouds, as well 
as virtual and bare-metal servers.

P R O D U C T S  A N D  S E R V I C E S
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Access Management Solution

Provide users with simple, effective access 
to applications, wherever they may be 
working or are located, on any device, while 
still protecting sensitive data and vital 
business assets from unauthorised access. 

Meet compliance requirements and mitigate 
the risks of unauthorised access.

Multi-Factor Authentication 
Solutions

The rudimentary “username and password” 
approach to security is easy prey for 
cybercriminals. SecurEnvoy MFA is a cost-
effective and comprehensive solution that 
provides an additional layer of security via 
two-factor or multi-factor authentication.

Easy for users and easy to implement on-
premise and in the cloud, SecurEnvoy MFA 
lets you select and set up any personal 
device or hardware token for 
authentication, making it simple for users 
to accept authentication requests with the 
device and method that suits them and 
your business best.

Data Discovery

SecurEnvoy Data Discovery is a highly 
automated data discovery solution for 
discovering confidential and sensitive 
information, on premise or in the cloud. 
Providing comprehensive data visibility, it is 
simple and elegant to deploy and use.

Ideal for conducting quick risk assessments 
across your entire digital estate including data 
held in Atlassian Confluence and supporting 
compliance processes including data subject 
access requests (DSARs).

SecureEnvoy
P R O D U C T S  A N D  S E R V I C E S
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Microsoft

Identity & Access Control (Entra ID Plan 1)

User Identity-related features 

MFA, 3rd Party MFA Integration, Self-Service Password 
reset, Passwordless Authentication, Shared Account 
Password Roll-over, SMS Sign-in, Temporary Access 
Pass.

Identity Management Features

MS Identity Manager, Custom Sign-in page, Password 
Protection, Azure AD SSO with SaaS, Conditional 
Access, Enterprise-state roaming, Azure AD Dynamic 
Groups, Azure AD Administrative Units, Custom 
Security Attributes, Entra External ID, Entra Verified ID

Reporting & Other Features

Advanced Reports & Alerts, Entra ID Connect Health, 
Guaranteed availability (SLA), Azure AD Terms of Use 
Policies

P R O D U C T S  A N D  S E R V I C E S

M 3 6 5  B u s i n e s s  P r e m i u m  S e c u r i t y

Enterprise Mobility & Security

Device Management (Intune Plan 1 for Business)

Device Management (MS Intune) for Windows, 
MacOS and Android/iOS, Application 
Management, Conditional Access, Endpoint 
Analytics. Autopilot.

Windows 10 Pro Upgrade

Windows 10/11 OS Security Features (Windows 
Pro Upgrade)

Application Control, Application Guard, 
AppLocker, Assigned Access (Kiosk mode), 
BitLocker & BitLocker to go, Edge for Business, 
Entra ID Join, Local Administrator Password 
Solution, Windows Update for Business, 
Windows Conditional Access.

Enterprise Mobility & Security

Device Management (Intune Plan 1 for Business)

Device Management (MS Intune) for Windows, 
MacOS and Android/iOS, Application 
Management, Conditional Access, Endpoint 
Analytics. Autopilot.

Data Protection

Data protection features in Office 365 and EMS 
Suite

Azure Information protection (Depreciates in 
April 2024), Data Loss Prevention, Defender of 
Office 365 Plan 1, Information Protection for 
M365, Email Encryption (Basic).
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Microsoft

Defender for Endpoint  (Plan 1)

E3 Exclusive Features

Centralised Management, Defender for Cloud 
Apps Integration, Manual Response Actions,

NB: The following features present in MS365 
Defender for Business are not present in 
Defender for Endpoint Plan 1:

Automated Investigations, Endpoint Detection & 
Response, Threat Analytics, Vulnerability 
Management (core).

P R O D U C T S  A N D  S E R V I C E S

M S 3 6 5  E n t e r p r i s e  E 3  S e c u r i t y  F e a t u r e s  

Data Protection

Office 365 E5 security features (not included 
in Business Premium)

Retention Labels, Retention Policies. Entra ID 
for Office 365.

Enterprise Mobility & Security E3

Intune plan 1

Config Manager

Azure AD Services

Active Directory RMS, Azure RMS, Config 
Manager Endpoint Protection, Windows Server 
CAL rights.

Windows Enterprise E3

Windows 10/11 OS enhancements only available 
with E3 licensing

Always On VPN, Attack Surface Reduction, 
Credential Guard, Windows AutoPatch, 
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Microsoft

Defender for Office (Plan 2)

Attack Simulation Training, Automated 
Investigation & Response, Campaign Views, 
Compromised User Detection, Threat Explorer, 
Threat Trackers.

P R O D U C T S  A N D  S E R V I C E S

M S 3 6 5  E n t e r p r i s e  E 5  S e c u r i t y
(Can be purchased separately to MS365 E5 if Compliance features are not required)

Enterprise Mobility & Security

Entra ID Plan 2 Step-up function

Access Reviews, Entitlement Management, 
ID Protection, MFA Registration policy, 
Privileged Identity Management, Risk-based 
Conditional Access.

Defender for Endpoint (Plan 2)

Features exclusive to Defender

Advanced Hunting, Automated Investigations*, 
Endpoint Attack Notifications, Endpoint 
Detection & Response*, Evaluation Lab, 
Microsoft Information Protection Integration, 
Threat Analytics*, Vulnerability Management 
(core)*.

*Present in Defender for Business but not Defender 
for Endpoint Plan 1.

Other

Other MS365 E5 Benefits

Application Guard for Office, Safe Documents, 
MS Sentinel Benefit, Defender for Identity, 
Defender for Cloud Apps, App Governance.
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Cisco
P R O D U C T S  A N D  S E R V I C E S

Access

Switching (MS)

Uncompromising performance and 
reliability at the heart of your network..

Wireless LAN (MR)

The industry standard for easy-to-manage, 
fast, and dependable Wi-Fi.

Mobile Device Management (SM)

Remote monitoring and identity-based 
configuration for all your devices

SD-WAN

Security and SD-WAN (MX)

Protect and securely connect what matters 
most, regardless of location

Cellular (MG)

Extend your network to anywhere with a 
cellular connection

SD-WAN

Smart cameras (MV)

Protect your people and assets with intuitive 
video and analytics

Sensors (MT)

Protect critical IT infrastructure with real-
time visibility into environmental conditions
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Get in Touch
P r o d u c t s  a n d  S e r v i c e s

By phone
☎ 0333 050 8120

 0333 050 8120

By email

 hello@cyberlab.co.uk

CyberLab Control
A single dashboard for all your cyber security needs.Protect your business from cyber threats with CyberLab Control – Cyber Security as a Service that delivers a suite of tools with 
expert guidance and support, all wrapped up in a user-friendly portal.
With our easy 3-step onboarding process and intuitive cloud portal, you are able to better understand, execute, and mitigate 
cyber threats to your business.A single dashboard for all your cyber security needs.

Protect your business from cyber threats with CyberLab 
Control – Cyber Security as a Service that delivers a suite 
of tools with expert guidance and support, all wrapped 
up in a user-friendly portal.

With our easy 3-step onboarding process and intuitive 
cloud portal, you are able to better understand, execute, 
and mitigate cyber threats to your business.

View Pricing

View Pricing

tel:03330508120
mailto:hello@cyberlab.co.uk
tel:03330508120
https://cyberlab.co.uk/pricing/

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33

